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METHOD FOR ENCRYPTING AND TRANSMITTING 
SPEECH INFORMATION IN 
GSM-900, DCS-1800 CELLULAR MOBILE COMMUNICATIONS 

Abstract 

The invention relates to the field of encrypted communications equipment. The method allows 
confidentiality of transmitted speech information of subscribers in GSM-900 (DCS-1800) 
cellular mobile communications networks and impossibility to discredit mis information in 
speech message interception in anyone of communications system interfaced. Said effect of 
interfaces is achieved by digitizing speech information, encoding the digitized speech 
information using a speech conversion algorithm; and further encrypting said encoded 
information by pair keys not known to third persons; and then transmitting said encrypted 
information from one subscriber to another through a duplex data (computer file) transmission 
channel assigned by the GSM-900 (DCS-1800) system. Simultaneously with reception, there are 
the steps of decrypting and detecting (that is, digital-to-analog converting) of said information) 
information coming from channel. With this, the speech converting and encrypting/decrypting 
function are realized in a special subscriber device interfacing standard radio equipment (mobile 
terminals) of subscribers via the serial RS-232 butting designed to couple a computer. In this 
case, a duplex "transparent" data transmission channel assigned by GSM-900 (DCS-1800) 
cellular mobile communications systems is used as a transport medium to transmit speech 
encryption. 2 Figs. 
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(54) GPIOCOB UIMOPOBAHMfl M nEPEflAHId UJMOPOBAHHOM PEHEBOM 
MHOOPWIAMMM B CETflX COTOBOkl f!OflBM>KHOM CB33I/I CTAHflAPTOB GSM- 
900, DCS- 1800 

M3o6peTeHne othocktc* k o&nac™ TexHMKH umcfrpoBaHHOM CB33H. Cnoco6 nosBOJiaeT o6ecnennTb 
KOHcfjufleHqviajibHocTb nepeAaBaewiow peneBow iiHcfcopMauHH a6oHeHTOB b cernx cotobom noflBH>KHoii 
CBH3M cTaHflapTOB GSM-900 (DCS-1800) m HeB03Mo>KHOCTb KOMnpowieTauuM 3T0tf MHCf)opMai4nii npw 
nepexBaTe 3aLunct>poBaHHbix cooSLqeHwfi b jiio6om H3 MHTepc^eMCOB cwcreMbi cb«3m. YKa3aHHbiii 3$Kt>eicr 
MHTepcf>e^coB AocTuraeTC^ Tewi, hto peneBafl MHCf)opMai4Hfl npeo6pa3yeTCfl b qnc|DpoByK> cf>opMy, 
KOAHpyeTCfl c wcnojib30BaHMeM a/iropntivia penenpeo6pa30BaHiifl \n AonoriHWTenbHO 3aiuMcjDpoBbiBaeTC5i Ha 
napHbix icnioHax, He M3BecTHbix TpeTbi/iM nnqaM, a 3aTewi b 3aLunct>poBaHHOM bha© nepeAaeTca ot aSoHema 
AO a6oHeHTa nepe3 npeAocTaB/iaeMbiw ci/icreMofi GSM (DCS-1800) AynneKCHbiw KaHan nepeAann AaHHbix 
(KOMnbK)TepHbix cfcaftrtOB). OAHOBpeivteHHo Ha npHewie ocyii4ecTBJi«eTCfl pacujuctDpoBaHne a 
AeTeicrnpoBaHMe (m ixudppoBovi cfropwibi b aHanoroByio) npnxoAHU4efi M3 Kanana wHc{>opMai4HM. OyHKqtiH 
peHenpeo6pa30BaHM« w iuncjDpoBaHMfl/pacmwc|3poBaHHfl npn 3tom peani/i3yK>TCfl b cneqwa/ibHOM 
Mo6nnbHOM a6oHeHTCKOM ycTpoPiCTBe, KOTopoe conparaeTCfl c mraTHbiM paAnooSopyAOBaHnewi aSoHeHTOB 
(Mo6wribHbiMH TepMWHawiw) nepe3 acMHxpoHHbiii nocneAOBaTenbHbm ctwk RS-232, npeAHa3HaHeHHbiPi AJia 
noAKHK)HeHHfl KOMnbK)Tepa. B 3tom cnynae AynneKCHbm ,l npo3paHHbM" KaHan nepeAam/i AaHHbix, 
npeAOCTasnfleMbiw CMCTewiaMM cotobom cba3M CTaHAapTOB GSM-900 (DCS-1800), ncnonb3yeTC« b 
KanecTBe TpaHcnopTHOM cpeAbi A-n* nepeAann Luncfc>poBaHHfl pewn. 2 an. 

OnHCAHME M305PETEHHfl 

H3o6peTeHwe othochtch k o6nac™ TexHUKM ww4>poBaHHOK cba3H. 

y>Ke H3B6CTHbl CnOC06bl WMCjDpOBaHMfl AUCKpeTHOll peMeBOPl HH<^OpMaL4klM B CeTflX TpaHKMHrOBO^ w 

noABM>KHOM cb*3M, peanw30BaHHbie b crraHAapTax Tetra, GSM-900, DCS-1800 Ail* 3au4WTbi MHC^opMauMn 
ot KownpoMeTaMHH ny-reM nepexBaTa b paAMOKaHane. 3 th cnoco6bi ocHOBaHbi Ha npeo6pa30BaHMM 
peweBoro cumana b AHCKpeTHyro (umfrpoByio) c^opwiy, KOAnpoBaHMM c npMMeHeHMeM cnequaribHoro 
anropnTMa peHenpeo6pa30BaHHfl, yMeHbiuaK)LMero CKopocTb MHc^opwianMOHHoro uncfipoBoro noroKa, 
coAep>KaLi4ero peweBbie napaMeTpw, ao 13 k6ht/c {f\m craHAapTOB GSM-900 n DCS-1800), c 
nocjieAyK)U4HM ero uun4)poBaHMeivi (KpwnTorpac}?MH6CKHM npeo6pa30BaHneM) b nepeAaK)U4nx Tpaicrax 
a6oH6HTCKoro o6opyAOBaHHff m b o6opyAOBaHnn 6a30Bbix craHquw. AnanornHHwe npeo6pa30BaHMH, ho b 
o6paTHOM nocjieAOBaTejibHocTn, c3aMeHoPt npoueAypw uuncjDpoBaHiifl na pacujn<t>poBaHne, n pow 3boa^tcs 
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b npweMHbiXTpaKrax a6oHeHTCKoro o6opyflOBaHM?i n o6opyflOBaHMH 6a30Bbix craHMwfi npn 
BoccTaHOBneHnn HCXOAHoro peMeBoro cuma/ia n 13-tm Knno6fiTHoro MHcfrpoBoro MHCfcopMaMMOHHoro 
noTOKa, coflep>KaLi4ero napaMexpbi penM, co OTBexcTBe h h o (cm. dpur. 1). LLin0poBaHMe WHcfc>opMai4WM 
a6oH6HTOB b yKa33HHbix CHCTewiax nponcxoAMT TonbKO na ynacTKe paAtfOKaHana, T.e. we>KAy a6oHeHTOM m 
o6cny>KHBaK)LneM ero 6a30Bow CTaHMnevi. 

nocKonbKy 3a«BneHHbiw cnoco6 npeAHa3HaneH pj\9\ wcnorib30BaHna b ceTax cotobom csnm craHAapTOB 
GSM-900 m DCS-1 800, b KaHecTBe npoTOTMna BbiSnpaeM cnoco6 iiin<t>poBaHwfl n nepeAaMH tuncjipoBaHHoPi 

peneBOM MHCpOpMaMMM, pea/lM30BaHHblfi B 3TMX CTa h Aa pTax. 

B CTaHAapTax GSM-900 h DCS-1800 &r\n coeAMHeHMfl ceTeBoro o6opyAOBaHna McnoxibsyiOTCfl pa3JiMHHbie 
WHTep<t>ewcbi, oTnuHaioLAnecfl Ha3HaHeHneM, a/ieKTpMHecKMMM xapaKrepucrnKaMM, a TaK>Ke ypoBHewi 
3aa|MTbi nepeAaBaewioM nH4>opMai4HM or KOwinpoMeTaMwu. Ha 4>wr. 1 noKasaHO c^yHKMMOHaribHoe 
nocrpoeHne n ocHOBHbie MHTepcfcewcbi cucreMbi cotobom cbh3h CTaHAapTa GSM-900. KpunTorpacfwHecKaa 
3au4MTa (Luncf>poBaHMe) peneBOM wH<t>opMaL4iin m AaHHbix (KOMnbrcrrepHbix tpawnos, cfcaKcoB) 
ocyLqecTBnfleTCfl ToxibKO Ha ynacTKe paAMOMHTepcfrewca (U^MHTepcjDeMC), b ocraxibHbix - BHyTpwceTeBbix 

MHTep4)eMcaxn b oSopyAOBaHMH ceTH MHCjDopMauwfl MkipKynnpyeT b OTKpbiToivi (HesauiwcfrpoBaHHOM) Bi/ifle, 
hto co3AaeT yrpo3y ee KOMnpoMeTaqnn co cropoHbi 3noyMbiuineHHHKOB 

Khiohm, Ha KOTopbix npoM3BOAUTca Luii4)poBaHne/pacujn4)poBaHMe nH<£opMai4MK b a6pHeHTCKOwi v\ 
o6opyAOBaHMM (b 6330BOW CTaHqwn), reHepi/ipyKrrca b Ka>KAOM ceaHce cb*3H Ha ocHOBe WHAKBWAyanbHbix 
KjiHOMePi nonb30BaTenefi, xpaHflmwxc* b SIM-KapTax a6o HeHTCKnx craHquM m 6a3e AaHHbix ce™. flpn 
Bxo>KfleHMM b cBH3b ceTb npoBOAMT ayreHTnc|3HKaLii'iK> a6oHeHTa (npoBepicy npaBa Aocryna b ceTb u ero 
nonHOMOMMw) m OAHOBpewieHHO Bbipa6aTbiBaeT b a6oHeHTCKOM h ceTeBOM oSopyAOBaHHH OAHHaKOBbie 
ceaHcoBbie ktik>hu wwcfrpoBaHMs/pacLiMctDpoBaHiia. ripn 3tom b 6a3e AaHHbix ceTn npon3BOAHTCfl 3anpoc 
nHAHBHAyaribHbix aTpn6yTOB aSoneHTa, BKntoHa* BbHwcrmeMbM ceaHcoBbiw khiom 
ujMc^poBaHMfl/pactuMc^poBaHMa, m mx nepecw/iKa no KpnnTorpac|DHHecKM He3au4HLneHHOMy MHTepc£eficy M3 
6a3bi AaHHbix flo KOHKpeTHOM 6a30Bow cTaHMMM. B anynae ycnewHoro 3aBepweHM* ayreHTM0MKai4MV|, b 
npoLjecce Kbropow Mo6nnbHa« craHmta n ceTb o6wieHMBaK)TCfl cneunanbHbiMM koaobwmk nocbinKawin 
RAND m SRES, we>KAy MoSwiibHofi m 6a3OB0fl craHUHHMH ycraHaBJiMBaeTca KaHan cbh3h, no KOTopowiy 
nepeAaeTCfl nHc^opMaqn^, 3aLuwcf>pOBaHHa^ Ha nASHTMHHbix ceaHcoBbix Knionax K c (cjDnr. 2). 

yKa3aHHbiw wiexaHM3M c^opivinpoBaHHfl Knjosefi K c o6naAaeT HeAOcraTKOM, 3aKnK)HaK)U4eMC5R b 
bo3mo>khocth opraHM3a!_tnn c noMOiAbK) rexHMHecKnx cpeACTB nepexBaTa Aocryna k KruoneBoi^ 
MHcfDopMaLiMM K c m MHAMBMAyajibHbiwi aTpn6yTaM aSoHeHTa, nepeAaBaeMbiM no KpnnTorpacf>HMecKn 

He3au4nmeHHbiM HHTepcjDewcaM cucTeMbi, hto co3AaeT npeAnocw/iKW a^« KowinpoMeTaunn HHc^opMaunn 
nonb30BaTen«, nepeAaBaewofi b 3aujwcjDpoBaHHOM sw^e no paAMOKaHany. 

OnucaHne Mep SesonacHOCTM, npuMeHaewibix b ceTax cotobo^ cba3h craHAapTa GSM-900 a^ 3aLqMTbi 
MHcjDopMauuM nonbsoBaTenefii, npuiBeAeHo b 121. 

B coTOBbix ceTflx GSM-900 (DCS-1800) nonb30BaTenfiM npeAOCTaBnawT, noMnwo ycnyrTene4)OHHOM 
qb9\z\a, B03MO>KHocTb AynneKCHOM acuHxpoHHOM nepeAaHn/npnewa A^CKpeTHbix AaHHbix (KOMnbKDTepHbix 
4>afinoB) co CKopocTbto ao 9600 6mt/c. ripeAocTaBn^eMbiii cucTeivioii KaHan nepeAann AaHHbix NioweT 6biTb 
M npo3paHHbiM" a^« nonb30BaTejia npn BbinojiHeHUM Heo6xoAMMbix HacrpoeK CMCTeMM, t3kmx KaK 3anpeT 
ncnonb30BaHyi« npoTOKona 3au4HTbi ot OLUM60K, 3anpeu4eHne noBTOpHOfi nepeAanw KaApoB n.AP-, hto 
no3BonneT ero wcnonb30BaTb a^* opraHM3ai4i4M ujnc|DpoBaHHOw Tenect>OHHow cbh3m. B stom cnynae 
3auJnct)poBaHHbi^ KaHa/i, no KOTopoiwy nepeAaeTC^ nHctDopMaqufl, ycTaHaBnwBaeTCfl ot OAHoro ysacrHUKa 
CBH3H ao Apyroro, 6e3 pacLUncjDpoBaHUM MHcf)opMai4Hi4 b Tpaicre ceTH cb«3M. flpn 3tqm npoi4ecc 
LUH<$)poBaHM«/pacujn4}poBaHM« npoM3BOAMTC« Ha napHbix KfiHDMax, He nepeAaBaeMbix no ceTM m, 
cneAOBaTenbHO, HeAocTynHbix TpeTbUM xinyaM. 

ripeAnoweHHoe peiueHMe no3BonfleT ycTpaHHTb npucymne cucTeMaM GSM-900 m DCS-1800 
BbiLueyKa3aHHbie HeAocTaTKM. 

4enbK) npeAnaraeworo cnoco6a HBn^eTCfl o6ecneMeHne KOHC^MAeHunanbHOCTM nepeAaBaewiow peneBOM 

MHC(DOpMaL(l/IM a60HeHTOB B CeTflX COTOBOM nOABMXHOM CBfl3M CT3HAapT0B GSM-900 (DCS-1 800) M 

HeB03MO>KHOCTb kom n po m eTa 141/1 m stom nHct>opMai4Mn npn nepexBaTe 3aujn4)poBaHHbix cooSLAeHtw b nio6oM 
H3 nHTepcf)ePicoB cucrewibi cb«3m. 

YKa3aHHa^ qerib AocTuraeTC^ TeM, hto peneBa^ nH0opMaL4n« npeo6pa3yeTca b qw^poByK) cfDopwiy, 
K0AnpyK)TCfl c ncnonb30BaHneM anropnTiwa peHenpeo6pa30BaHHjq m AononHHTe/ibHo 3aLUnc}DpoBbiBaeTC« Ha 
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napHbix KnioHax, He n3BecTHbix TpeTbMM ni/ti4aM, a 3aTeM b 3ai±Mc|3poBaHHdM BUfle nepeflaercy? ot a60HeHTa 
flo a6oHeHTa Mepea npeAOcraBJifleMbiw cucTewiOM GSM (DCS) Ay nneKCHbifi KaHan nepenam flaHHbix. 
OAHOBpewieHHo Ha npweiwe ocyu4ecTBnfleTCfl pacLun0poBaHwe w fleKOAMpoBaHne (U3 qHcppoBow 0opMbi b 
aHanoroByK)) npuxoAHUieft n3 KaHana nH4>opwiai4nn. OyHKUnw peHenpeo6pa30BaHHfl n 
LUMct>poBaHHfl/pacLUMc(3pbBaHMfl npn 3tom peanw3yK)Tc« b cneunanbHOM Mo6nnbHOM a6oHeHTCKOM 
ycrpoMCTBe, KOTppoe conparaeTCfl co lirraTHbiM paAnpo6opyAOBaHnewi a6oH6HTOB (Mo6wnbHbiMn 
TepMUHanawiw) Mepe3 acMHxpoHHbiii nocneAQBaTenbHbifi crbiK RS-232, npeAHa3HaHeHHbifi aji* 
noAKHKDHeHUfl KOMnbKDTepa B 3tom cnynae AynneKCHbiM, "npo3paHHbift M KaHan nepeAaHw AaHHbix 
(KOMnbtOTepHbix 4>aPmoB), npeAOCTaBnaeMbM b CHCTewiax cbh3m CTaHAapTOB GSM-900 (DCS-1800), 
ncno/ib3yeTc^ b Ka4ecTBe TpaHcnopTHoft cpeflw &rm nepeAaHH Luwc|DpoBaHHOw penw. 

Mcnonb30BaHne mraTHoro peMeBoro KaHana cucreMbi cbh3H craHAapTa GSM An* nepeAann 
coo6u4eHMM nepe3 Becb rpaicr ot a6oHeHTa ao a6oHeHTa He npeACTaBnaeTca B03iwo>KHbiM, t.k. b stom 
KaHane He o6ecne4HBaeTCfl B3anMHaROAH03HaMHOCTb npeo6pa30BaHM* cnyMafrHOti nocneAOBaTenbHOcru 
cmmbojiob (Kanoft 9\ BJi eTCfl him cf> pTeKCT) Ha BxoAe m BbixoAe y3na npeoSpaaoBaHMfl, TaK Ha3biBaeMoro 
TpaHCKOAepa, npeAHa3HaHeHHoro j\nn BbipaBHMBaHi/m CKopocTefi ia npeo6pa30BaHti* nocrynaiomHX ot 
o6opyAOBaHM« 5a30Bbix CTaHqi/iii i4Mcf?poBbix hotokob peneBOM MHcjDopMaunn b MHoroKaHanbHbifi HKM 
curHan u o6paTHO. 
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tpOPMYJlA H305PETEHM* 

CnocoS LUnct>poBaHM5R h nepeAaww ujHcjDpoBaHHofi peMeBofi MHcfjopMauuM b ceTflx coTOBoft noABWKHoft 
CBH3M CTaHAapTOB GSM-900, DCS-1800, 3aKJiK)Maioa|nviC5i b npeo6pa30BaHi/iw pe^eBbix cMmanoB b 
MWcfrpoByk) 4>opwiy m KOAwpoBaHiM MwefcpoBoro noTOKa c wcnonb30BaHweM anropnTMa c>KaTHfl pem/i c 
nocneAyioiiiMM ero invicfcpoBaHHeM Ha nepeAane w cooTBeTCTBy k> lu w m pacuji/icjDpoBaHMeM u 
AeKOAMpoBaHneM Ha npnewe b a6oHeHTCKWX paAW0Tene<t>0HHbix ycrpowcTBax cotobom roabh>khom cb*3H 
CTaHAapTOB GSM-900, DCS-1800, omma\omv\\Aca Tewi, hto peneBbie CHmanbi, npeo6pa30BaHHbie b 
MMCf>poByK} cjDopiviy, b Mo6t4/ibHOM a6oHeHTCKOM ycrpoficTBe AonoJiHMTenbHO wwdppytoTca Ha Kntonax 

napHOfl CBH3M, He M3BeCTHbIX TpeTbMM HHL^M, M B 3aLUH4>pOBaHHOM BMAe nepeAa»OTC51 Hepe3 CB«3H0P1 

Tpaicr CMCTewbi no "npospaHHOMy" AynneKCHOMy Kanany nepeAanw AaHHbix ot a6oHeHTa ao a6oHeHTa c 
nocneAyK)U4HM pacujucjDpoBaHMeM na MAeHTUHHbix loiKwax h BoccTaHOBJieHnewi ncxoAHoro peneBoro 
cumana b npnewiHowi a6oHeHTCKOM ycTpoficTBe. 
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